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Role Description & Person Profile
	Role 
	

	Job title
	Information Security Manager 

	Division
	GTS (Group Technology Services)

	Department
	GTS Cyber Security

	Location
	Hybrid (Peterborough and Working Remotely) 

	Team Structure 
Reports to, direct reports, etc.
	Reports to AB Agri BISO – Richard Griffin



	Description
	

	Impact Statement 
The contribution of the role to achieving the overall business objective. Span of impact. 
Main purpose, focus of the role.
	· ABF have been identified by the UK Government as a key part of the financial infrastructure of the country. 
· Security standards have been introduced that each of ABF’s companies must adhere to. 
· Responsible for ensuring that the Security standards and policies are adhered to on behalf of each of AB Agri’s companies.

	Role Objectives 
The key responsibilities and key accountabilities of role. (5 to 10 areas)

	Security Governance 
· Promote the information security strategy, standards, policies, and procedures.
· Manage and maintain the information security risk register.
· Conduct security risk assessments and support risk treatment activities.
· Monitor compliance with internal security standards and external regulatory requirements.
· Support security assurance activities, audits, and compliance reviews.
Security Operations & Incident Management
· Support security monitoring, investigation, and response activities.
· Support the management of cyber security incidents and major security events.
· Work with SOC, MDR, and security tooling providers to ensure effective threat detection and response.
· Support vulnerability management and remediation programmes.
Security Architecture & Change Assurance
· Provide security guidance to projects, programmes, and technology initiatives.
· Review proposed system designs and implementations to ensure security requirements are met.
· Support secure-by-design principles across IT and Operational Technology environments.
· Ensure security controls are embedded into change initiatives.
Third-Party Security Management
· Oversee security due diligence assessments for suppliers, partners, and service providers.
· Evaluate cyber risks associated with third-party relationships.
· Monitor supplier compliance with contractual and security obligations.
· Support procurement and contract review processes from a security perspective.
Security Awareness & Culture
· Develop and deliver security awareness programmes.
· Promote a positive security culture across the organisation.
· Provide guidance and education on cyber threats, security responsibilities, and best practices.
· Support phishing awareness and security training campaigns.
Resilience & Compliance
· Support disaster recovery, business continuity, and cyber resilience initiatives.
· Assist with testing and validation of recovery capabilities.
· Ensure alignment with ISO 27001, NIS, SOX, GDPR, and other relevant frameworks where applicable.
· Coordinate remediation activities resulting from audits, assessments, and reviews.
Leadership & Stakeholder Management
· Build effective relationships with business leaders and technical teams.
· Act as the primary point of contact for information security matters within assigned business areas.
· Provide security metrics, risk reporting, and recommendations to senior management.
· Lead and mentor reports and other security team members where applicable.
 

	Key Stakeholders 
What are the challenges of the relationships, communication strategies required, etc 
	
· AB Agri CIO, BISO, GTS SLT, CFO. 
· GTS Business Engagement Managers 
· ABF CISO, ABF GCS, ABF GRC, ABF SOC (BTS), ABF Legal (DP), relevant 3rd parties. 
· Business and Central Function Heads  
· AB Agri Business Risk Manager 
· Head of IT Architecture 

	Scope
Depth, breath of knowledge application, ability to innovate, complexity of tasks, budgetary responsibility.
	· Business relationship and collaboration on security and data protection matters
· Requirements gathering 
· Cyber Security architecture 
· Advisory
· Project management
· R&D/Innovation 
· Data Protection Support 





	Person Profile
	
	Essential or 
Desirable

	Knowledge
Consider experience, any formal qualifications genuinely necessary or any key areas of knowledge.
	Degree 
Strong interpersonal skills and communication
Self-starter and inquisitive
Security/Data Protection qualification e.g. CISSP
Knowledge of security frameworks such as NIST and ISO27001. 
Experience of working in a security team
Knowledge of TPRM frameworks 
GRC experience pertaining to Cyber Security
	D
E
E
E
E
                                 E
D
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	Key Behaviours
Consider which of our Guiding Principles are particularly relevant and also any role specific behaviours.
	Customer Focused 
Insightful
Work as a team
Compliance mindset
Awareness of confidentiality 
	D
E
E
E
E

	Other Factors 
Travel, shiftworking, HGV Licence, etc.

	Travel to sites 
	          E
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