Job Description: Security Risk and Controls Lead
Associated British Foods is a diversified international food, ingredients and retail group with sales of £15.4bn, 133,000 employees and operations in 50 countries across Europe, southern Africa, the Americas, Asia and Australia. 
The ABF IT Business Technology Services (BTS) was established in 2008 and is designed to deliver centralised IT infrastructure and services to ABF companies. We currently operate in 23 countries over 185 locations, with over 150 employees. 
Operating within the Cyber Security Function of the BTS and reporting to the GRC Manager, the Security Risk and Controls Lead have the responsibility to support Governance Risk and Compliance (GRC) functions within the BTS and managed-services business units. As a senior post holder, the support, coaching and development of more junior colleagues is expected and occasional cover for GRC Principals may be included.

Purpose:
This role aligns with the BTS GRC roadmap and is responsible for driving the development and implementation of security controls NIST 800-53 and ISO 27001 while enhancing the risk management framework. The Security Risk and Controls Lead will strengthen the enterprise risk register by ensuring it captures both operational and strategic risks, actively closing identified gaps, and providing hands-on support to the existing GRC team to maintain consistency and maturity across all risk-related activities. Additionally, this role will establish and maintain robust reporting requirements for the area, ensuring timely, accurate, and actionable insights on risk posture, control effectiveness, and compliance status for senior leadership and stakeholders. Reporting will include defined KPIs and metrics such as:
· Risk Register Coverage: % of operational and strategic risks documented and assessed.
· Control Effectiveness: % of controls tested and validated against NIST 800-53 and ISO 27001.
· Gap Closure Rate: Average time to remediate identified control gaps.
· Compliance Status: % adherence to regulatory and internal standards.
· Audit Readiness: % of required evidence available for audits and certifications.
· Reporting Timeliness: % of reports delivered within agreed cadence (e.g., monthly, quarterly).

Key Responsibilities
· Assess current BTS controls and identify gaps against NIST 800-53 requirements.
· Develop and implement enhanced security controls leveraging ISO 27001 foundations and create a controls framework that represents this.
· Collaborate with stakeholders to ensure compliance with regulatory and internal standards.
· Lead risk assessments and strengthen the risk management framework, ensuring operational and strategic risks are captured in the enterprise risk register.
· Actively close identified risk and control gaps and support remediation activities.
· Provide hands-on support to the existing GRC team to maintain consistency and maturity across risk-related activities.
· Establish and maintain robust reporting requirements, including dashboards and scorecards, to provide timely, accurate, and actionable insights on risk posture, control effectiveness, and compliance status.
· Define and track KPIs and metrics such as risk register coverage, control effectiveness, gap closure rate, compliance status, audit readiness, and reporting timeliness.
· Define and track KPIs and metrics such as risk register coverage, control effectiveness, gap closure rate, compliance status, audit readiness, and reporting timeliness.
· Maintain documentation and evidence for audits and certifications.
· Provide guidance on control design, testing, and remediation strategies.
· Identification and integration of emerging risks into the risk enterprise risk register.
· Accuracy and timelines of risk radar updates reflecting emerging risks and trend.
Skills & Experience:
· Proven experience in creating, developing, and embedding risk management frameworks, security controls, and reporting structures within a complex IT and security environment. 
· Expert knowledge of ISO 27001 and NIST 800-53 frameworks, including control families and implementation guidance in a Security and IT environment.
· Strong experience in risk management, control assurance, and compliance programs. 
· Ability to translate regulatory and framework requirements into practical, actionable controls. 
· Demonstrated ability to design and implement enterprise risk registers, risk radars, dashboards, and KPIs. 
· Familiarity with audit processes and evidence management for certifications (ISO, SOC, etc.). 
· Technical understanding of IT and security environments, including infrastructure, applications, and cloud technologies, to effectively assess and design controls. 
· Excellent stakeholder engagement and communication skills, with ability to influence senior leadership. 
· Strong analytical and problem-solving skills with attention to detail.


