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Role Description & Person Profile

	Job Title
	Business Information Security Officer


	Business

	GTS (Group Technology Services)
Cyber Security

	Location
	Hybrid (Peterborough and Remote)


	Role Level

	TBC

	Team Structure
Reports to and direct reports
	Reports to: GTS CIO
Direct Reports: Cyber Security Manager 

	Budget Responsibility
 
	Ownership and management of the Security budget under CIO direction. 




	Role Overview
Impact Statement 

	· ABF have been identified by the UK Government as a key part of the financial infrastructure of the country. 
· Security standards have been introduced that each of ABF’s companies must adhere to. 
· This role ensures AB Agri remains secure and compliant while enabling sustainable business growth.

	
Key Responsibilities

	· Lead the implementation and adoption of the ABF cyber security programme, strategy, and framework.
· Ensure alignment of Agri initiatives with Group cyber strategy and demonstrate compliance.
· Develop and evolve the Security team structure to support strategic goals. 
· Ensure compliance with ABF policies, Group Cyber Security and internal audit requirements and industry security regulations and requirements. 
· Implement and manage cyber security scenario exercises and test incident response plans. 
· Assess and enhance organisational security culture, design and deliver the training needs and implement a training plan including regular enterprise-wide phishing tests.
· Act as a Trusted Security Advisor to the Agri CEO, translating business priorities into security strategies.
· Provide Board-level updates, including security advice, reports, security trend and threat analysis and strategic recommendations. 
· Identify and mitigate short and long term cyber risks.
· Oversee vulnerability management across all AB Agri entities using tools such as Qualys.
· Ownership and management of the Security budget under CIO direction. 
· Maintain awareness of the external cyber threat landscape. 
· Escalate risks and challenges.
· Provide Incident Response Support.
· Serve as liaison between Group Cyber Security and the business.

	
Key Stakeholders

	· AB Agri CIO, Risk & ESG Director, GTS Leadership Team, SLT, Heads of Central and Business Unit Functions, Business Risk Manager.

· ABF Group CISO, Group CIO, Divisional IT Directors, BTS Security (SOC) Team, Group Cyber Security.

· External: Third party support partners.   


	Other Factors
Travel, shift pattern, working hours, Licence type etc.
	· Travel to sites.




	Required experience, qualifications, and necessary knowledge 

	Essential
	Desirable

	
· Strong interpersonal skills and communication.
· Self-starter and inquisitive.
· Experience of working in a security and governance, risk and control compliance environment.
· Extensive cyber security incident management capability.
· Business English Language – spoken and written. 

	
· Degree in computer science, or closely related.
· Security qualification e.g. CISMP, CISSP.






	
Key Behaviours

	· Customer Focused 
· Insightful
· Teamwork
· Strategic thinker 
· Inspirational
· Delivery focussed

	AB Agri High Performance Framework
	Our high-performance framework is a set of guiding behaviours which have been created with people from across our businesses to enable great performance across the organisation.  The focus is on what you can do to demonstrate high performance in your role, as well as the behavioural inputs to assist you getting there.  

· Pioneering – Curious, spirited and bold. We lead the right way. 
· Excellence – We seek excellence in all that we do.
· Growth – We create ways for our people and customers to thrive. That’s how we keep making a difference. 
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